This paper is the first extensive work on total order reliable convergecast in multi-hop Wireless Body Area Networks (WBAN). Convergecast is a many-to-one cooperative scheme where each node of the network transmits data towards the same sink. Our contribution is threefold. First, we stress existing WBAN convergecast strategies with respect to their capacity to be reliable and to ensure the total order delivery at sink. That is, packets sent in a specific order should be received in the same order by the sink. When stressed with transmission rates up to 500 packets per second the performances of these strategies decrease dramatically (more than 90% of packets lost). Secondly, we propose a new posture-centric model for WBAN. This model offers a good characterization of the path availability which is further used to fine tune the retransmission rate thresholds. Third, based on our model we propose a new mechanism for reliability and a new converge-cast strategy that outperforms WBAN dedicated strategies but also strategies adapted from DTN and WSN areas. Our extensive performance evaluations use essential parameters for WBAN: packet loss, total order reliability (messages sent in a specific order should be delivered in that specific order) and various human body postures. In particular, our strategy ensures zero packet order inversions for various transmission rates and mobility postures. Interestingly, our strategy respects this property without the need of additional energy-guzzler mechanisms.
INTRODUCTION
Wireless Body Area Networks (WBAN) is a cross-area between Wireless Sensor Networks (WSN) and Delay Tolerant * This work has been supported by the SMARTBAN project, Labex SMART Permission to make digital or hard copies of all or part of this work for personal or classroom use is granted without fee provided that copies are not made or distributed for profit or commercial advantage and that copies bear this notice and the full citation on the first page. Copyrights for components of this work owned by others than ACM must be honored. Abstracting with credit is permitted. To copy otherwise, or republish, to post on servers or to redistribute to lists, requires prior specific permission and/or a fee. Request permissions from permissions@acm.org. Networks (DTN) with as main objective the collection of physiological parameters from sensors deployed on a human body that undergo the human mobility. Designing efficient protocols for this area is a challenging task. One of the particularities of the WBAN area are the specific rates of the physiological parameters monitoring. In [1] the authors advocate that in the current applications of WBAN, the transmission rate is less than 10 packets per second. However, these rates may drastically increase in the future. Therefore, in order to meet the requirements of medical monitoring, WBAN is needed to withstand a continuous packets flows. In some critical applications such as monitoring patients during a surgery or post-surgery the flows carry vital alerts. Missing some of them or wrongly interpret the flow of data due to packets inversions may have a tremendous impact. In this context designing efficient total order reliable protocols is crucial for saving human lives.
In this paper we focus the convergecast communication primitive since this is one of the main building block in WBAN. Convergecast allows nodes to transmit data towards a sink. Convergecast has the total order property if packets are delivered at the sink in the same order as they have been transmitted.
Recently, [2] surveys the existing work on convergecast on various areas including Delay Tolerant Networks, DTN and Wireless Sensor Networks, WSN. They argue that most of the existing strategies are not directly implementable in WBANs due to their needs in computing capacities, memory or their energy consumption. Finally, building on top of [3, 4, 5, 6, 7] , they propose and evaluate three classes of convergecast strategies taylored for WABN: 1) MultiPaths based strategies, 2) Attenuation-based strategies and 3) Gossip-based strategies. Their evaluation does not target the total order delivery property of these strategies neither their resistance to increasing flows of messages. It merely focus on the resilience to the human body mobility and energy consumption. They measure the following parameters: percentage of received messages (under the hypothesis that each node sends a single message in each run), end-to-end delay and the number of transmission/receptions since this is a good indicator of the energy consumption.
In terms of reliability, to the best of our knowledge there are three main reliability mechanisms used in WBAN. The first mechanism computes and presets a static or dynamic overlay path for collecting data. Strategies proposed in [8, 9] and attenuation-based strategies in [2] choose a reliable leader or a set of relay nodes as the next hop(s) to help in forwarding the packets. Strategies proposed in [10, 11, 12, 13, 14, 15, 16, 17] care and learn in the entire network paths by sending BEACON or HELLO message in order to construct a path from every source to the sink. These paths are then dynamically updated during the packets sending. The Multi-Paths based strategies in [2] use a specific static path to collect data.
The second mechanism use special retransmission techniques at MAC level [18] or a TCP-like reliable flow control mechanism at Transport level [19] . However, they are more like Cross-Layer strategies [20, 21] . In this work we specifically address only the network level strategies.
The third mechanism uses either compressive sensing (CS) technology to reconstruct missing packets [22] conservation central network CCN-based model [23] . This third mechanism is particularly energy-guzzler.
In terms of total order (packets delivery that respect the sending order), to the best of our knowledge no extensive study has been conducted so far in WBAN.
Our Contribution.
Our work on multi-hop WBAN was motivated by the recent findings in [24] where it is proven that multi-hop communication has better performances face to human body mobility than classical one hop communication. Our work is the first to extensively study the total order reliability of convergecast in multi-hop WBAN. Our contribution is threefold. First we simulate and analyse thirteen representative strategies for convergecast some of them tailored for WBAN others borrowed from the sensor network or DTN literature. We stress them with various packets rate up to 500 packets per second. We evaluate the throughput as well as their capability to totally order delivered packets (packets are delivered at the sink in the same order as they have been transmitted). We performed our evaluations with OMNeT++ simulator that we enriched with realistic human body mobility and channel models issued from the recent research on biomedical and health informatics [24] . Our simulations show that the throughput is inversely proportional with the increase of transmission rate. The packets loss goes to 90%. This first contribution is of independent interest since it lays the basis for designing efficient convergecast strategies in multi-hop WBAN. Our second contribution is a new model for WBAN and based on this new model we propose a new mechanism for increasing the reliability of convergecast. Interestingly, equipped with this new mechanism convergecast strategies improve their performances both in terms of throughput and total order reliability for a packet rate that goes as far as 20 packets per second. Note that this threshold is twice bigger than the maximum packet rate of actual WBAN applications [1] . However, this mechanism does not help in avoiding sequence inversions. Our third contribution is a new convergecast strategy that ensures 100% total order reliability.
Roadmap.
In Section 2 we simulate and analyse thirteen different strategies: four Multi-Paths based strategies [2] as examples of the presetting reliable overlay paths; four Attenuationbased strategies [2] as examples of reliable choice of the nexthop; the Collecting Tree Protocol (CTP) [10] and the Opportunistic Routing (ORW) [11] as examples of entire network reliable strategies. Furthermore, we analyse three Gossipbased strategies [2] as example of flooding-based strategies. In Section 3 we present our new model for WBAN. In Section 4 we introduce our new reliability mechanism. Finally, in Section 5 we introduce our new convergecast strategy that out-performs existing ones in terms of total order reliability.
ANALYSIS OF EXISTING CONVERGE-CAST STRATEGIES
In this section, we stress strategies discuss in [2] plus the strategies CTP [10] and ORW [11] . More specifically, we analyse their throughput when the transmission rate goes as far as 500 packets per second. Our simulations prove that their performances (without exception) proportionally decrease with the increase of the transmission rate.
In the sequel we present briefly the channel model we used, then the simulation environment. Furthermore, we briefly present each of the strategies we simulated and finally the simulation results.
Channel Model and Simulation Environment.
In this work we use the channel mobility model proposed in [24] . In [24] the authors proposed a simulation-base channel model based on mobility data set for WBAN issued from experiments with a network composed of seven sensors distributed on the body as follows : 0)navel, 1)chest, 2)head, 3)upper arm, 4)ankle, 5)thigh and 6)wrist. Using a softwaresimulated-human-body model to replace the real person, the authors measure the mean and the standard deviation of the channel attenuation between every two nodes in seven different postures: 1)Walking, 2)Walking weakly, 3)Running, 4)Sitting down, 5)Lying down, 6)Sleeping and 7)Wearing a jacket, respectively (see Figure 1) .
Furthermore, the authors of [24] advocate that multi-hop communication achieves better performances than one-hop star topology considered so far in WBAN. Based on this data set, [25] proposed a new channel-mobility: for every packet sent from a source, a random attenuation will be added. If the signal strength after adding the attenuation is smaller than the sensibility at the receiver, then the packet will be dropped.
In this paper, we use the same simulation environment as in [25] (IEEE 802.15.4) with a communication frequency of 2.45 GHz.
The transmission power and the sensibility of the radio module of nodes are set to -60dBm and -100dBm respectively.
Description of analyzed strategies
Convergecast is a many-to-one cooperative scheme where each node of the network transmits data towards the same sink. In [2] the authors survey and classify existing convergecast strategies for WBAN. We simulated these strategies altogether with CTP [10] and ORW [11] on top of a network composed of seven nodes using a channel and body mobility model as described in the previous section.
In the sequel we present briefly the simulated strategies followed by the detailed presentation of the simulation results. As explained previously, we consider multi-hop communication and the human mobility model presented in [24] Multi-Paths based strategies : these strategies are based on predetermined paths and use this pre-set overlay as a reliability mechanism.
• APAP: Each node sends or forwards packets to all its parents until packets reach the sink.
• APPP: Each source node sends its packets to all its parents and parents randomly forward packets to one of their parents.
• PPAP: Each source node randomly sends its packets to one of its parents and parents forward packets to all their parents.
• PPPP: Each node randomly sends or forwards packets to one of its parents.
Attenuation-based strategies : these strategies are based on the negotiation of channel attenuation. When a source has packets to send, it broadcasts firstly a Request to ask an estimated attenuation from the receiver of this Request to the sink then the receiver of this Request will send back a Reply with the required attenuation value. The source receiving Replies will chose a next hop among replying nodes and sends data packets to them; if no Reply has been received for a while, the source will re-send a Request.
• MinAtt: Each source chooses as next hop the nodes with the best (smallest) attenuation value among the responders.
• BothMinAtt: Each source chooses as next hop two nodes who give the two best (smallest) attenuation values among all the responders.
• CloseToMe: The source requires not only the attenuation value to the sink but also the attenuation to the source and chooses two nodes: the ones that give the two best (smallest) attenuation valuers, according to who has a smaller attenuation value to the source.
• RandAtt: The source randomly chooses one responder as the next hop.
Dynamic Path Strategies : these strategies construct and update an overlay route over time.
• CTP: All sources periodically broadcast BEACON messages for constructing and updating a network-cost metric, according to which each node chooses his next hop to the sink. • ORW: Nodes get their parents in an initial phase where PROBING and REPROBING messages are exchanged. After this initial phase, nodes update the network-cost metric by computing data packets's receiving rate on each node. Sources send packets to a set of relay nodes.
Gossip-based strategies : these strategies are based on packets flooding.
• FloodToSink: Nodes broadcast their own packets and the received packets to their neighbours until packets reach the sink or the limitation of TTL reached.
• ProbaCvg: Nodes broadcast their own packets and the packets received to their neighbours with a probability until packets reach the sink or the limitation of TTL reached. Each time of broadcast will halve the forwarding probability.
• PrunedCvg: Nodes send their own packets and the packets received uni-cast to a random node as next hop.
Simulation Results
Due to the lack of space, in this section we present solely the results for the Walking posture. We measure the percentage of received packets by the sink when the packets rate varies from 1 packet to 500 packets per second. Furthermore, we address the total order property.
Throughput
In Multi-Paths based strategies (Figure 2) , the reception rate decreases fast with the increase of the transmission rate. APAP and APPP have better reception rate than PPAP and PPPP. The reason is that APAP and APPP strategies allow source nodes to send packets to both their parents to increase (in particular for sources who are farthest from the sink) the probability of their packets reception. Moreover, APAP is better than APPP and PPAP is better than PPPP, because in APAP and PPAP nodes have more chances to see their packets forwarded by their parents than in APPP and PPPP, respectively.
Attenuation-based strategies (Figure 3 ) have almost the same reception rate tendency and it decreases fast when transmission rate is superior to 50 packets par second. The reason is that the Request/Reply mechanism is inefficient and heavy in the intermittent environment of WBAN. The missing Reply for corresponding Request prevents sources from sending packets to next hop(s). Also, these strategies Dynamic Path strategies simulations are presented in Figure 4 . ORW is better than CTP for transmission rates inferior to 75 packets par second. After that, ORW decrease faster that CTP. The reason is that CTP dynamically chooses the best next hop, but the in-band BEACON message affect the reception rate of useful packets. ORW chooses a set of next hops which increase the reception rate obviously when the transmission rate is not high enough. Furthermore, the increase of the transmission rate causes more and more collisions which yields to a fast decrease of the reception rate.
In the set of Gossip-based strategies ( Figure 5 ), FloodToSink shows a good reception rate at the beginning, but from the same reason as ORW, the reception rate decreases fast. ProbaCvg and PrunedCvg are worse than FloodToSink at the beginning, but they decrease not as fast as FloodToSink due to the fewer packets flooding into the network in ProbaCvg and PrunedCvg.
The percentage of delivered messages at sink is relatively low and the reception rate decreases rapidly with the increase of the traffic rate.
The reason for the low reception rate is the intermittent network connection due to the important attenuation of the channel-mobility model. Reaching the limitations of network throughput is the reason for the rapid decrease of reception rate with the growing of data rate. The network reaches its limitations due to more and more collisions, interferences, packet and over-buff errors. In the section we analyse the ability of the studied strategies to deliver packets at the sink respecting the total order property: packets from the same source should be received at the sink in the same order as they have been sent. From our simulations none of the 13th strategies has a zero wrongsequence packets.
Total order Analysis
The main reason for this wrong-sequence delivery is the fact that all strategies create virtual multi-paths during packet transmissions.
We performed additional simulations concerning traditional mechanisms such as retransmissions and sequences. Due to lack of space, we only resume our conclusions. The reception rate when using the ACK-based retransmission is worse than when no retransmission is used. When using sequencer mechanisms at the sink level we obtain a end-to-end delay very important or we have to sacrifice the rate reception. The analysis performed in the previous sections and additional simulations focusing the traditional mechanisms (e.g. retransmissions and sequencers) conducted us to propose a new reliability mechanism based on a new channel model and a new convergecast strategy that outperform existing one.
NEW MODEL
From the mean and the standard deviation for each link in [24] , we can thus calculate the Cumulative Distribution Function (CDF) of the random attenuation: F (X) = P [x < X]. F (X) is the probability of the random event: x is smaller than X, where x is the random attenuation variable and X is a threshold. According to our channel-mobility model, links appear and disappear from time to time, due to the channel attenuation. A connexion exists if the transmission power minus the attenuation is bigger than the sensibility and doesn't exist if not.
So if X is the maximum acceptable attenuation in a link for transmission, F (X) is the probability that the random attenuation is smaller than the maximum acceptable attenuation. In order words the connexion exists and the transmission may be successful. 1/F (X) is thus the Expected Transmission Count (ETX) in this link for a transmission.
In our case, we use −60dBm as the initial transmission power, −100dBm as sensibility. It follows that the maximum acceptable attenuation is (−60dBm − (−100dBm)) = 40dB. If X = 40dB, then F (40) is the probability for a successful transmission and 1/F (40) is the ET X of the transmission in this link. Since we have all the means and standard deviations so we can compute all the ET X for every link. Figure 6 shows all the connexions probability for each link in different postures. In the sequel we consider only the probabilities greater than 0.01.
NEW RELIABILITY MECHANISM
In the following we propose a No-ACK Retransmission Mechanism based on our channel-mobility model. The idea is that each node transmits the same packet expected retransmission count (ET X) times without waiting for ACK message. The ET X value is according to the model described in the previous section. After sending a packet ET X times, nodes continue to send the next packet following the same mechanism. Figure 7 , Figure 8 and Figure 9 represent the comparative results between original strategies and strategies using our reliability mechanism for Multi-Paths based strategies, Attenuation-based strategies and Gossip-based strategies. Red and Blue curves report the percentage of delivered messages for the original strategies, respectively enhanced Our retransmission mechanism do help to improve the reliability, but with certain limitations:
For Multi-Paths based strategies, our No-ACK mechanism improves the reception rate compared with original strategies up to a transmission rate of 20 packets par second.
For Attenuation-based strategies, our mechanism does not show a great improvement.
For Gossip-based strategies our mechanism makes the reception rate lower than the originals. Note that ProbaCvg strategy will not be well affected by the retransmission mechanism because of its special particularity. 
NEW CONVERGECAST STRATEGY
In this section we propose a new convergecast tree based strategy, Probabilist Posture Varying Graph (PPVG). The idea is that each source has only one preselected parent. Parents forward the traffic to their parents until it reaches the sink. For each transmission, we use No-ACK retransmission to ensure the reliability. The preselected path is calculated from links-existence probability (see Figure 6 ) and ETX of each link. A preselected path is a tree-based multi-hops path (sink as root) for each source node, having the smallest total ET X for each source node. We have thus 7 different PPVG Trees for each posture (see Figure 10 ). Numbers on each link are the ET X (trying times of transmission) for each In the sequel we simulate the new PPVG Tree strategy using the same simulation environment as for the previous strategies. The simulation results are shown in Figure 11 for each posture, each of them takes the mean value over 10 simulation runs.
The reception rate of our strategy is stable and slowdecreases except for posture 6 and 7, which presents a clear decrease for packets rate greater than 5 packets par second.
Also, our simulation results show that our strategy preserves the total order (no wrong-sequence) for each posture.
From Figure 12 to Figure 17 , we compare all the above described strategies in terms of: 1) Percentage of received messages ( Figure 12 and Figure 13) 2) Wrong Sequence rate ( Figure 14 and Figure 15 ) and 3) Number of Transmissions ( Figure 16 to Figure 17 ) at a rate of 10 packets par second (which is the maximum rate of actual WBAN medical applications). All the strategies use the No-ACK Retransmission mechanism. CTP and ORW use the traditional ACK-based Retransmission mechanism. The presented results are the mean values over 10 simulation runs.
Our PPVG Tree strategy has the best Reception Rate in postures 3, 6 and 7; the second best in postures 1 and 2; the third best in postures 4 and 5. Since our PPVG Tree strategy is specified for different postures and doesn't need additional route-updating cost, our strategy gives a reception rate stable and relative high for every postures.
Moreover, our PPVG Tree strategy presents a zero WrongSequence rate for each posture, a good property of total order.
For the number of transmissions, our PPVG Tree strategy always has the smallest transmission number compared with strategies who have comparable Reception Rate with PPVG, like APAP, APPP and FloodToSink. 
CONCLUSION
We first stressed existing WBAN convergecast strategies with rates of transmissions up to 500 packets per second in order to evaluate their capacity to be reliable and to ensure the total order message delivery. Our findings show that the performances of these strategies decrease dramatically (more than 90% of the packets are dropped). Second, we proposed a new posture-centric model for WBAN and based on this model we proposed a new mechanism for reliability. This mechanisms improves the existing strategies in terms of percentage of delivered messages. We then proposed a new converge-cast strategy that outperforms a broad class of WBAN dedicated strategies but also strategies adapted from DTN and WSN areas. Our extensive performance evaluations target: energy, percentage of message delivery and total order reliability (messages sent in a specific order should be delivered in that specific order). We used various rates of transmission and various human body postures. Our strategy ensures zero packet order inversions. As future work we intend to investigate the fault-tolerance, security and privacy in WBAN.
